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To Dianna and Michelle

And the Rest of the Gang



Certain portions of this book have
been sanitized so as to conceal the
identities and locations of certain
sources.

The opinions in this book belong
exclusively to the author and do
not necessarily reflect the opin-
ions of the publisher.

My views and observations are.not
necessarily those of any institu-
tion or organization to which I
belong.

WARNING!
This publication is presented for
entertainment and informational
purposes only!

Any other use may be in violation
of certain Federal laws.
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Publisher's Note:

Havana Moon is a well known name in radio monitoring circles --
on both hobby and professional levels. The author is a former
member of the intelligence community and has devoted many years
to studying and researching numbers transmissions. Readers who
have information or observations on this subject may forward
same to the author in care of Tiare Publications, P.O. Box 493,
Lake Geneva, WI 53147.
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FOREWARD

For over twenty-five years the shortwave numbers stations
have been among America's strangest mysteries. Manv people
skilled in both communications and intelligence have searched
for answers to the puzzle. They have been able to throw some
light on the problem, but for the most part it has remained
unsolved. %

However, the now legendary Havana Moon refused to quit.
For years he has utilized all his skills as he carefully exam-
ined the problem of the numbers stations. Readers were first
made aware of his dedication and persistence as he shared some
of his findings in the pages of the now defunct Newark News
Radio Club. Later, in a column appearing in Monitoring Times,
he would reveal to us even more of the bizarre world of the
numbers stations.

Now, at last, in this book, Havana Moon has provided the
public with a thorough examination of the entire numbers situa-
tion. While all the answers may not be here, the careful reader
will gain considerable insight into the nature and purpose of
these stations. Certainly that minority of Americans who listen
regularly to shortwave broadcasts will find this enlightening.
However, those who have never heard a shortwave broadcast may be
even more intrigued as they discover some of the secret ways in
which their and other governments operate. For anyone who
really wants to know how government business is actually con-
ducted, this book is a must.

We are all indebted to Hawvana Moon for his courage and
dedication. ©Now at last we can know what some persons were
determined we would never know. A healthy democracy is depen-
dent on an enlightened citizenry.

John Santosuosso, Ph.D.
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"Atencidn!"
"dos, cero, cinco, cero, cinco"

The beginning was a very long time ago . . .

what happened was simple enough
-— at least, at the start.
What happened was that an unsuspecting SWL (shortwave listener)
or an amateur radio operator had dared stray from the allocated
international broadcast or amateur freguencies and -- of all
things -- tuned in a numbers transmission!

PLAYING THE NUMBERS SHELL GAME

Hot dogs, Tijuana, Mission Beach, Mar Vista, Connie R, Baby
Ruth bars, Lucky Lager, KOBY, Hunter Hancock, Elvis, Jerry Lee,

Chuck, Monroe, T-Birds, "Sweet Little Sixteen," all of which
helped in some obscure way to shape my youth, were -- for the
most -- fleeting addictions.

The influence of the numbers, however, has been enduring.
Their wvery sound triggers visions of adventure, rebellion,
intrigue and romance. Numbers are Bogart and Bergman. They are
Cagney and Lombard. They are William Powell and Myrna Loy

solving a murder mystery. They are Phillip Marlowe and James
Bond. They are the Cuba of Batista. They are the Cuba of
Castro.

They are San Ysidro "after-hours." They are a semideserted
shack on a desolate stretch of California's Highway 101. They
are the Miami of Crockett and Tubbs. They are encoded messages

to German U-boats.

They are a sun-drenched park in Miami's Little Havana,
where Cuban men engage in impromptu domino matches under the
shade of coconut palms. They are Key Largo and Casablanca.
They are the theatre-of-the-mind of the high frequency spectrum!
They are a mystery!

You've heard them . . . sure you have. Lurking just a few
kiloHertz up-or-down frequency. Prowling the post-prime time
hours where confirmed insomniacs earn their stripes and over as
well as under-the-counter sleep remedies are field tested. They
are the damnable numbers!

"DOS, CERO, CINCO, CERO, CINCO." The female with the
slightly mechanical sounding voice continues hour after hour and
night after night and well into the morning and afternoon on a
myriad of frequencies. The latest count indicates that well
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over 250 different frequencies have been utilized for five-digit
Spanish transmissions since the early 60s!

I would say that for one not to hear this "semi-bionic"
femme is just about next to impossible. You'll hear her even if
you never venture from the amateur or international broadcast
frequencies! This femme with a penchant for numbers is just
about everywhere. And she has been for at least a quarter
century. Some say even longer than that! You'll have to admit
that a quarter century is a long time in the life of a mystery
as the four and five-digit numbers transmissions in Spanish,
German and English so graphically -- or perhaps aurally --
demonstrate.

There are times that I find it amusing and more than
somewhat amazing that SWLs are still intercepting and reporting
numbers transmissions almost as eagerlv today as they did in the
days before Tecate, Icom, Yaesu and Kenwood. It was during the
reign of National, Hallicrafters, Hammurlund and Collins that
this femme was born. Why, even her birth is shrouded in mys-
tery!

This femme announces no callsign, even though it is rumored
that callsigns for some stations do exist. It just seems that
the powers that be can't seem to make this little lady under-
stand that one's callsign should be used. But the existence or
nonexistence -- that's NSA talk -- of a callsign is only a
rumor and nothing more! There's even a rumor circulating that
the CIA maintains a "watch 1list" of all serious numbers moni-
tors! Now we all know the CIA would never do such a thing!

The who, where and most importantly, the why aspects of
these numbers transmissions are, for the most part, unknown,
Most refer to these broadcasts that occur on the hour and repeat
on the half-hour on a frequency up-or-down from the primary
frequency as "spy" transmissions.

This spy theory has been somewhat enhanced over the vyears
by our very own FCC by their strange and inconsistent answers to
inguiries from the SWL and amateur community. It was the FCC
that stated some years back that the 3060 and 3090 kHz
five-digit Spanish numbers transmissions were originating from a
site near Havana, Cuba! Shortly afterwards the FCC denied ever
having made this statement. Shortly afterwards they again
stated that these +transmissions were coming from Havanal!
Curious how they continue to change their stories.

Some years later, one FCC official stated that the FCC did
not deal in intelligence matters and therefore had no interest
in numbers transmissions! They've also stated lots of other
things over the years, many of them laughable.

Many answers other than "spy" have been suggested over the
years: They are world bank transactions, coffee bean prices,
bolita scores, messages to freedom fighters. . . The sugges-
tions and the rumors are, as the transmissions, endless!

Most transmissions are made in full-carrier mode with some
SSB (single sideband) transmissions being reported. On the
other side of the coin, the four-digit Spanish and English
stations transmit reduced carrier USB (upper sideband). It was
learned Jjust a few years ago that some, not all, of the
four-digit Spanish and English transmissions were from sites
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near Remington and Warrenton, Virginia! Now that's a lot of
miles from Havanal!
There is, however, a very definite Havana numbers connec-

tion! Some numbers transmissions do come from wvarious Cuban
sites. They also come from various domestic sites. More about
the domestic sites in another chapter. A government source that

must remain anonymous tells me that the 1500 UTC transmission on
3690 kHz on Sundays comes from an embassy in downtown Havana!
The embassy was not identified. The repeat frequency is on 4030
kHz at 1530 UTC. This is for Sundays only! The other numbers
stations that use 3690 and 4030 kHz at other times and days may
or may not be Havana-based. There's some indication of differ-
ent sites.

And voice transmissions aren't the only mode of transmis-
sion! CW "cut-number" transmissions are frequently reported.
These five character, letter/number substitution, groups are
often reported on five-digit Spanish frequencies!

There's really nothing new, sinister perhaps, in regards to
spy-type and/or numbers transmissions. As early as 1939, Nazi
Abwehr agents utilized such transmissions to pass vital intelli-
gence information from secret sites in the New York City area to
Nazi Germany!

And what about my earlier reference to "semi-bionic?"
Well, it would appear that most numbers transmissions are
produced by a system similar to that used by the telephone
company to inform callers of changed or discontinued phone
numbers. It appears that these numbers are then transferred to
tape for transmission at later times.

One thing is certain: A female announcer reading number
groups in Spanish, German, English and other languages is a
familiar enough sound to an SWL who has advanced beyond HCJB and
Radio Canada International. It's a subject that never fails to
arouse lengthy discussion and controversy whenever SWLs congre-
gate.

And in the best traditions of a pulp-thriller: "dos, cero,
cinco, cero, cinco"

"Final"
20505



"dos, cero, cinco, cero, cinco"
FIVE-DIGIT TRANSMISSION FORMATS

At least four slightly different variations in five-digit
Spanish transmissions have been noted in the past. The varia-
tions are as follows:

Type 1 "Atencidn 975 20" (repeated for several minutes)
KXXXX XXXXX . . . (ciphertext or crypt)
"Final" (repeated twice)

The above is the most commonly encountered transmission

type. This was also the same type that once terminated with
"adios." The "adios" terminator has not been heard for several
years.

The meaning of the first three digits remains unknown.
Most monitors, however, refer to these three digits as an
identifier of some type. The second set of digits indicates the
"group count" of the message.

Type 2 "Atencidén 976 00" (repeated for several minutes)
"00 105 (repeated for about one minute)
XXXXX XXXXX . . . (ciphertext or crypt)

"Final" (repeated twice)

Again we have the identifier (?) and in this format another
set of unidentified numbers. The last three numbers before the
crypt are the "group count" digits.

Type 3 "Atencidn 133 00 30" (repeated for several minutes)
"30" (repeated for less than one minute) :
XXXXX XXXXX . . . (ciphertext or crypt)
"Final" (repeated twice)

First three digits are the identifier (?) with the follow-
ing two digits an unknown. The last two digits before the crypt
are the "group count" digits. The above transmission format 1is
seldom heard.

Type 4 "Atencidén" (repeated three times)
"342 20" (repeated once)
RRAXK XXX « «
"Final" (repeated three times)



The above transmission type has only been noted on live or
non-computer generated five-digit Spanish transmissions.

The majority of five-digit stations transmit in the Al
mode. There are, however, some few reports of SSB transmis-
sions.

Another, as yet unexplained, transmission format was once
very common. Just "Atencidn" and a three-digit identifier (214
with no "group count" digits, would be transmitted for severa
minutes. Why bother if there were no traffic, which was obvi
ously the situation? Why not transmit "dummy" or "phantonm'
traffic which is, for the most part, the norm for 3090 and 521
kHz! In fact, messages are often repeated hours, days, weeks,
and sometimes months apart!

It should also be noted that the majority of five-digit
Spanish stations repeat their transmissions at 30 past the houn
rather than at 15 minutes past. The repeat frequency may be
many kHz up-or-down frequency from the primary. I know of ng
five-digit Spanish stations that begin or repeat a transmission
at 45 past the hour.

This anomaly (excessive repeats) is not noted on the live
Or non-computer generated transmissions. The female voices
often change on these transmissions. Scme sound  real
"cutesy-pie!"

-CW LETTER/NUMBER SUBSTITUTION GROUPS

"MNW AN"
AN AN AN BT BT

XXXXX XXXXX . . . (ciphertext or crypt)
AR SK

MNW is the identifier (?) and AN is the group count.
A format variation has also been noted on a small portion

of the CW "letter/number" transmissions. The wvariation is as
follows:

"MUW TT MT" (repeated several times)
MT MT MT BT BT BT

XXXXX XXXXX . . . (ciphertext or crypt)
AR SK

MUW is the identifier (?) and TT and unknown. MT repre-
sents the group count.

BEST BET NUMBERS FREQUENCIES

Five digit Spanish

3090 kHz

3445

3690

4025

4030 Slavic and five-digit Spanish transmissions often monitored
on this frequency. "P" (CW) beacon also noted at various

times. Also a MARS frequency!
4044



4050

4055

4125 Why on an international "ship calling" frequency? This
situation has one government agency slightly concerned!
I'm going to withhold the agency's name for the time being.

4445

4670 Maintain a close watch on this frequency. All types of
numbers transmissions are monitored on this frequency.

4780 Another frequency to watch closely. Used by FEMA.

4825 Very active.

5080 Very active.

5090 Very active.

5135

5250

5270

5780

5810 Maintain a close watch.

5812 Maintain a close watch.

6802 Maintain a close watch. All types of transmissions moni-
tored on this frequency.

6825

6835

6840 Maintain a close watch.

6925 Watch closely. Five-digit Spanish on this frequency some
few times. KKN50 marker always down when transmissions
occur.

7527

"Cut number" CW transmissions may be heard at various times
on many of the above frequencies.

BEST BET LIVE OR NON-COMPUTER-GENERATED FREQUENCIES

4047 kHz
4080
4210
4660
4680
5070
5135
5250
5270

Some of +the above stations repeat their traffic at 15
rather than 30 past the hour!

Be aware that the above frequencies are also used at
various times by the "standard" five-digit stations. Are they
related? That's debatable. I do know that a 5135 kHz transmis-
sion of the above type was once traced to the vicinity of Ft.
Lauderdale, Florida, by non-FCC sources. You don't have to be
FCC-connected to have reasonably reliable radio direction

finding.
Numbers monitors are cautioned that many other five-digit
Spanish transmissions are monitored on 5135 kHz. Not all

originate from Ft. Lauderdale!



CUT NUMBER ALPHABET

A =1
N = 2
D =3
U =4
W =25
R =6
I =7
G = 8
M =9
T =20
CW CRYPTO VOCABULARY AND MORSE SOUND
‘A= .- didah
N = -. dahdit
D =-.. dahdidit
U= ..- dididah
W= .-~ didahdah
R = .-. didahdit
I =.. didit
G = ==, dahdahdit
M= - dahdah
T = = dah

The ten characters (three vowels and seven consonants) ar
noted with regularity on five-digit Spanish frequencies. The
five-character groups are always made up from the above charac-
ters.

It might be noted that these characters, when reduced or
transformed to their Morse eguivalent, are the most easil
identifiable of all the Morse characters. And here's something
interesting: Reverse the Morse equivalent of each group of the
crypto-alphabet above and the same ten characters appear (obvi
ously in a different order) . Why not tape one of these Ch
transmissions and then play the tape backwards! You don't haw
to worry about "back-masking!"

COMMON INTERCEPT ERRORS

Letter Frequent Errors
A I, M, T
N I, M, T
D G, T
U A
W A, M, R, U
R A, N, W
I A, N
G M, N, O
M A, N, I
T A, N



COMMONLY USED
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SPANISH NUMBERS AND WORDS

English Spanish
Zero Cero
One Uno

Two Dos
Three Tres
Four Cuatro
Five Cinco
Six Seis
Seven Siete
Eight Ocho
Nine Nueve
Attention Atencidn
End Final
Set Grupo
Repeat Repeto

USEFUL ADDITIONS

How about a long play recorder? They are wvery useful in
spite of their many drawbacks, notably the price -- pricey, very
pricey -- and on the models I've checks, the automatic shutoff
never functions! A very serious drawback. There's also the
problem of the super-thin mylar. You have to use C-190 tape to
attain the advertised hours of recording time. And the audio?
Terrible! There's no valid reason why a reasonably priced unit
with decent audio can't be offered to the SWL community.

Even with the mentioned problems, I definitely would not be
without my "extended play." It sure beats all night in front of
the rig to ascertain just what happens on any particular numbers
frequency over an extended period of time. It's a relatively
simple matter to chart the counter readings of the recorder to
time segments.

Computers? Very definitely! A computer database is a must
if you are a serious numbers monitor.

LISTEN CAREFULLY

If you listen very carefully to the five-digit and CW
transmissions you find that the pause after every 10th group is
slightly longer than between the other groups of the crvpt.
Record at 2.4 cm and play back at 1.2 cm and the pause after
every 10th group is very prominent.

You'll also notice the same on all four-digit Spanish and
English transmissions.

Remember the 96 "clicks" per minute that were once heard
before, during and after four-digit Spanish and English trans-
missions? The same number of clicks or whatever, were once
common on many five-digit Spanish transmissions. This continues
to be noted on some of the five-digit transmissions.

And what about that "random keying" often heard before and
after transmissions? This keying is very definitely from a
different transmitter! On many occasions I have heard this CW
stations with -.. . ..--.. .... .. (DE ? HI) before and after
transmissions! Now this is all very cute, using a question mark
for a callsign and "Hi" which denotes laughter!

One more thing: The number of groups is twelve per minute
on five-digit Spanish. The very same for four-digit English and



-9 -

Spanish. The one exception that I have noted is the live of
non-computer generated five-digit Spanish transmissions.

BLEEPS AND BLUNDERS

Overly modulated and badly distorted signals are the rule
when it comes to five-digit Spanish transmissions. Always;
except in some very rare instances, one or the other.

Transmissions often abruptly cease and resume after short,
and at times, lengthy delays. "On-air" tape rewinds are commo
as are false starts. There are several times when one or two of
the groups will consist of six characters rather than five,
This may be a machine error or intentional.

The audio level is often so low on some transmissions that
it would be next to impossible for those at the receive site t
copy anything but a small portion of the transmission.

If I were in the spy business, I'd be damned if I would
depend on these transmissions for my instructions! Another line
of work would be found if my case officer could provide ng
better means of communications!

Harmonics (2nd and 3rd) are often reported from Florida and
Virginia. I was under the impression that sound engineering
practices would dictate no harmonics. California also reports
harmonics on some 9 mHz frequencies.

And spurs -- well, numerous up-and-down frequency for man
kHz are often reported from Florida and Virginia! Very sloppy,
guys!

Often times, you'll hear one or two very faint numbers
transmissions underneath the primary transmissions! There are
times when Radio Havana Cuba mixes with numbers transmissions!
Voice of America mixing has also been noted!

There is also the possibility that this apparent technical
ineptness is nothing more than theatrics! Such things have been
known to happen.

And the four-digit crowd? They are, without question, the
"ne plus ultra" of the numbers world! Thev are, most of the
time, professionall!

NATIVE LANGUAGE NOT NECESSARILY SPANISH?

One of the former SPEEDX editors once reported a ver
interesting happening during a rather lengthy numbers transmis-
sion. Here's what happened:

After termination of her message, an English speaking I
(woman) along with a German speaking YL could be heard recording
their traffic! The signal level was only slightly lower than
that of the Spanish speaking YL!

Compromises such as the above are very common on five-digit
Spanish transmissions. Listen very carefully. Who know what
you might hear!

LOCATIONS -- FIVE DIGIT SPANISH

My Florida sources tell me that a 4825 kHz transmission a
1330 UTC and at 0500 UTC has been determined to be coming from &
site near Palm Beach International Airpert in Florida!

There's also the possibility that 0200, 0230, 0300, 03308
and 0400 UTC (Wednesday only) transmissions on 3090, 3445, 4445
and 4052 kHz are coming from sites in Broward or Palm Beac
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County, Flerida! My Florida information sources are very skills
and have always been accurate.

Daytime transmissions on Saturdays and Sundays on 3090 and
5080 kHz were once well received in the area of Ocala, Florida.

Signal levels of over S9 were monitored in the spring of
1985 in this area of Florida using a Sony 2001 with no external
antenna. Transmissions at 1500, 1530, 1600, 1630, 1700, 1730,
1900, 1930, 2000 and 2030 UTC were all at about the same signal
level! It is believed that these signals originate from a site
near the Kennedy Space Center or Patrick Air Force Base!

Additionally, strong daytime signals in excess of S9 have
been monitored on 3090 and 4030 kxHz in the wvicinity of
Pensacola, Florida, and Mobile, Alabama!

One of the strangest five-digit Spanish transmissions was
monitored in 1985 while in Boston. It was at 0230 UTC on 3090
kHz. This over S9 signal was received on a Panasonic portable
while in my top floor hotel room in the downtown area. I could
view Boston Commons from the window. I have no logical explana-
tion for this transmission!

A former government source, non-FCC, recently told me that
during much of 1979, five-digit transmissions were coming from a
site very near Williamsburg, Virginia. Signals were reported to
be over S9 on 3060 kHz during most daylight hours! This source
would go into no further detaill! Two other wvery qualified
investigators have known of these Florida sites for two or three
years! Why do they remain silent?

Other equally informed sources tell me that some five-digit
Spanish transmission sites are near Isle of Palms, South Caroli-
na, near Charleston!

And here's a statement from a former government communica-
tions expert:

". . . don't overlook the fact that many of the 1030
kHz transmitting towers on Cuba would 'load' very well
at 3090 kHz . . ."

Numbers monitors are reminded that very often newly discov-
ered frequencies enijoy a brief life and seem to vanish from the
spectrum for weeks or months at a time!

00932



"SPANISH LADY'S CIPHERS
TRACKED BY HAMS TO CIA"
Front page headlines!

Los Angeles Herald (Examiner)

FOUR-DIGIT TRANSMISSION FORMS

The date was Sunday, April 22, 1984 and under the byline of
Kerry Webster. Very likely the first time a numbers station
made front page news of a major daily! Here's a part of what
Kerry had to say:

" . . . At least one 'Spanish lady' is believed to reside,
not in Hawvana or Managua, but in a concrete block building
at Warrenton, Va. -- just over 32 miles as the crow flies,
from the headquarters of the CIA.

"The heavily guarded installation, bristling with towers
and antennae is identified on signs as the 'Army Training
Warrenton Training Center, Station D.' The Pentagon says
its mission is classified . . ."

TRANSMISSION FORMAT
"361l" (Identifier?)
1234567890
---------- (10 electronic tones)
"Grupo 10" (repeated two times)
8755 2120 3656 2961 1145
7655 3111 0109 9143 1131
"Repeto Grupo 10"
Message repeated
"Fin" (ends transmission)

Four and five-digit English transmission formats are
similar to the above.

Many four-digit Spanish and English transmissions come from
a Warrenton/Remington, Virginia, transmitter site. Some common-
ly monitored "3/2" digit English transmissions as well as "cut
number" transmissions emanate from this site.

The cut numbers that originate from the above site are:

A, U, V, 4, E, 6, B, D, N and T

Transmissions are in slow CW!
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Much information on the above site was reported some tim
ago on the pages of Monitoring Times of Brasstown, North Caroli
na.

Long before the Monitoring Times revelation, one of th
former SPEEDX bulletin editors stated that some English ant
Spanish transmissions were coming from a site very near Port
land, Oregon! When I read of this Portland site, I made inqui
ries for further information. None of my sources, at that time
appeared to have any knowledge of a numbers site at that partic
ular location.

It has only been in recent months that T was able ¢t
confirm that, at one time, four-digit Spanish and Englis
transmissions were indeed coming from a Portland, Oregon, site
My source would not say if such transmissions continue. _

Exactly where in the Portland area? My source refused
comment. For what purpose? Again, no comment! The informatio
source, however, is reliable. _ﬂ

It has also been rumored over the years that there is a
English and Spanish numbers transmitter site located at Tampa
Florida! This may or may not be true. I have no direct confir
mation on this matter.

In Miami, Florida, there is a site located just west of th
new Dade County Metro 2Zoo that's marked with U.S. Army/NCS
signs. Similar signs exist in and around th
Warrenton/Remington, Virginia, sites.

The Miami site is operated by the U.S. Army Communication
Service Detachment. High frequency log-periodic antennae ar
very noticeable from some distance. Additionally, a large numb
of VHF/UHF directional and unidirectional antennae are o
various buildings and towers.

Wackenhut Security personnel, armed with .38 caliber
revolvers and 9 mm Uzi submachine guns are on continual foo
patrol at this site! They do not answer questions! The purpos
of this site is unknown!

WARRENTON FREQUENCIES

4307 kHz 10,665 kHz
4670 11,532
5090 11,605
5238 14,250
5812 14,421
6802 14,750
6840 15,651
7725 16,450
8418 12,156
9074 13,808
9222 18,737
9958

Numbers monitors are reminded that there are many other
frequencies in use by four-digit Spanish and English stations
that are not in use at Warrenton/Remington! There are domestic
as well as non-continental United States sites!



"There will come an age of small and independent
nations whose first line of defense
will be knowledge."
Charles Proteus Steinmetz

PHONETIC ALPHABET STATIONS

The circumstances really haven't changed drastically in
well over a decade. It's intrigue in the guise of another
English speaking YL with a somewhat mechanical-sounding voice
repeating the same "four element" alphanumeric groups for
several minutes. The intercepted groups, or possibly calls, are
usually "Kilo Papa Alpha Two," "Charlie India Oscar Two," or
"Victor Lima Bravo Two."

A common frequency in the past has been 7445 kHz. Typical
times are often 0215 or 0245 UTC. Transmissions have been
difficult to copy and are best received, in most cases, in the
USB mode.

Hundreds of these intercepts have been reported over the
years to most of the monitoring clubs that cater to utility
transmission buffs. Phonetic alphabet traffic is often reported
with few, if any, comments.

One of the many areas of neglect has been the active
"traffic frequency" of 7540 kHz. This frequency in the past has
been active five minutes after cessation of 7445 kHz activity!

The "traffic format" is as follows:

(01) "JID" (Phonetically for several minutes)
(02) "Message" (Repeated twice)

(03) "Group four" (Repeated twice)

(04) "Test" (Repeated twice)

(05) "HTIWF BEICI ZNVNG QBIMU" (Phonetically)
(06) "End of message" (Repeated twice)

(07) "Repeat" (Repeated twice)

(08) "Message" (Repeated twice)

(09) "Group four" (Repeated twice)

(10) "Text" (Repeated twice)

(11) "HTIWF BEICI ZNVNG QBIMU" (Phonetically)
(12) "End of transmission" (Repeated twice)

If more than one message 1is transmitted, element #12
changes to: "End of messages."

The 3-element identifier (?) in element #1 continually
changes.
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SELECTED PHONETIC ALPHABET STATION TRANSMISSION FORMAT AN
CRYPT: AN AUTHENTIC INTERCEPT

23 December 1984

0520 UTC
7445 kHz
"KPA2" . . . . . (Phonetically until 0524 UTC
(Traffic frequency for above is 7540 kHz)
0525 UTC
7540 kHz
"JSR" . . . . . . (Phonetically)
"Group four" . . (Repeated twice)
"Text" . . . . . (Repeated twice)

"IFHTN BIECI NGNVZ BMIUQ"

(Crypt is repeated again phonetically)
"End of message" . . (Repeated twice)
"End of transmission" . . (Repeated twice)

Pay particular attention to the "nonstandard" pronuncia

tion of the phonetic alphabet. "November" is always pronounce
as "no vem beer." This would be indicative of a "voice recogni

tion system" at the receiving site! Highly regarded expert
contend that these are MOSSAD (Israeli Intelligence) transmis
sions!

SELECTED PHONETIC ALPHABET STATION FREQUENCIES

Reduced upper carrier SSB
USB

ru
u

ART (ru) 3415, 5437 KkHz

BAC (ru) 4560, 5910%* kHz

CIO (u) 6790, 9325, 9965, 10125, 13921, 17966 kHz
EZI (u) 6840*%, 11565, 17410 kHz
FLU (ru) 4056%*, 6500 kHz

GBZ (ru) 4882, 6270 kHz

KPA (ru) 7445 kHz

MIW (ru) 8641 kHz

PCD (ru) 3150 kHz

RCH (ru) 5091* kHZ

ULX (ru) 4882 kHz

VLB (ru) 4670*, 7605 kHz

YHF (ru) 5820, 7918 kHz

Some of the above frequencies will be in "multiple" use a
various times.

* — Common 4 and 5-digit Spanish and English transmissio
frequencies. "Beacons" also often noted on these frequencies.

"End of message"

20008



"Strange things are happening everyday."
Sister Rosetta Tharpe

"RUT QRU"
A FEW MINUTES OF A FEW DAYS IN JULY

The actual intercept logs tell most of this story

14968 kHz

This

4 July 1980

1900 UTC . . . . "K" Beacon (CW)

1922 UTC . . . . Random keying for 15 seconds

1930 UTC . . . . "RUT RUT RUT QRU QRU QRU" (CW)
1935 UTC . . . . Transmission terminates with "SK"
1936 UTC . . . . "K" Beacon continues

"K" beacon is thought to originate from the vicinity

of the Kurile Islands, USSR. These islands are located south of
Kamchatka and northeast of Hokkaido, Japan.

14968 kHz

6 July 1980

1930 UTC . . . . "RUT RUT RUT QRU QRU QRU" (CW)
1935 UTC . . . . Terminates with "SK"

No beacon or traffic noted before or after this CW trans-

mission.

14968 kHz

13 July 1980

1930 UTC

Same as 6 July

14968//10570 kHz ;

2223 UTC . . . . English speaking YL in AM transmis-
sion mode with:

"134 402 652 513" (continually until 2230 UTC)

14968 kHz

14 July 1980

1930 UTC . . . . "RUT RUT RUT QRU QRU QRU" (CW)
1935 UTC . . . . Terminates with "SK"

No traffic or beacon noted before or after this transmis-
sion. QRU, incidentally, means "I have nothing for you."



14968 kHz
15 July 1980
1815 UTC . . . . "K" Beacon (CW)

These are very possibly the same frequencies and transmiss
sion types that the late C. M. Stanbury wrote about in his "Di
Korner" column in the now defunct 89 magazine. In the April
1980 edition, Stanbury, as colorful and controversial a writer
as ever to grace the SWL scene, caid that some of the coded
(emphasis mine -- HM) broadcasts consisting of five, four or
three-digit groups had been traced to a Havana transmitter sitel
Stanbury neglected to mention the method or methods used t¢
trace these transmissions to Havana.

Stanbury also stated in this same column that in late
November of 1979 numbers stations become more active than usualj
It is on the 28th of November of 1979 that Stanbury claims &
major (emphasis mine == HM) discovery. Stanbury says that
sometime before 1330 EST one numbers station was transmitting &
"marker signal" on 10570 and 14960 kHz. The "marker," according
to Stanbury, consisted of a "long count” in Spanish by the usual
female voice with the usual "=licks"” in the background. ‘

Stanbury stated that when he tuned in a couple of minutes
before 1330 EST the 10570 kHz signal was at least four S unite
stronger than any 25M shortwave broadcasting station (including
Havana which left the band at 1330 EST) . Stanbury says that o
November 28th there was no question the numbers marker wa
coming from the Eastern US or Canada. Stanbury believed that
his intercept indicated a transmission from the Soviet or other
Eastern European embassies, OY possibly the Cuban Embassy 1f
Ottawa. ,

It is believed that the actual frequency that Stanburf
described was 14968 kHz rather -than 14960 kHz. The actuﬁ
frequencies in use at that rime were 6840/10570/14968 kHz. IE
has now been determined that some four and five-digit Spanmi
and English transmissions on 6840 kHz as well as many othel
frequencies originate from a Warrenton/Remington, Virginiaj
transmitter complex.

Another curious aspect of these transmissions is the suddel
cessation of actiwvity of 10570//14960 kHz after one of my earl
1980 columns detailing some of the transmission activities ¢
these frequencies. This is also about the same time that 4
article in regards these and other numbers transmissions ap
peared in Radio-Electronics magazine. These frequencies well
mentioned in that article!

Let's be very careful with "RUT!" There is a distine
possibility of this NOT being a Soviet callsign!
Here's the reason: Let's consider the possibility ofRM

as being "made up" from the "]etter-number" crypto vocabular
groups of the Morse transmission heard on many five-digl
Spanish frequencies!

Let's take another look at these "cut-number" groups:

o
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"RUT," if wusing the above 1list would equate to "640!"
This, of course, must be viewed as nothing more than specula-
tion. I would seriously doubt, however, that "RUT" was a valid
Soviet callsign! The more likely assumption is that it was some
type of identifier!

I still, however, have many questions about these transmis-
sions. Among them: Was "RUT" or possibly "640" the "callsign"
of the receive site? Had there ever been traffic for RUT? If
there had, in the past, been traffic for RUT, was it of the
Spanish or English types? What would be the nature of such
traffic? Why the abrupt cessation of activity in 1980?

If "640" were the call, then it might be possible to relate
these four-digit English and Spanish transmissions to those of
the five-digit variety! This, obviously, is only speculation.
We all know that the five-digit are the bad guys! We've been
told that often enocugh!

Numbers monitors are reminded that 10578 and 14968 kHz were
once active with all types of "mystery" transmissions including
Spanish transmissions of the five-digit type! Phonetic Alphabet
stations were also once noted on these frequencies.

The frequency of 6840 kHz continues to be very active with
all types of transmissions!

The above intercept logs are from the private and not the
government sector.

22212



"Achtung!"

WHO'S WHO IN THE GERMAN NUMBERS WORLD
(Selected frequencies)

"Two letter phonetic" sign-on. Five digits repeated twice in
German or English (mostly German)

Phonetic identifiers
3228 kHz (u) AM/ER ‘

3262 (u) AM/ER
4543 (u) DK/IT
4594 (u) DK/MU
5015 (a) PN
7404 (a) PN
8173 (u) FS/BJ
9325 (u) AR
9450 (u) FB
10177 (u) FB
10,740 (u) AR/OT/UB
11,108 (a) PN
Ll ,; 545 (u) CD/GC
13,775 (u) GC
14,622 (u) OT/WR
14,945 (u) Kw
15,610 (u) Kw
16,220 (u) HK
19,295 (u) HK

Nauen and Magdeburg are confirmed German numbers transmis-
sion sites. The latter, to the best of my knowledge, has not
been made public until now. My sources tell me that English and
Russian numbers transmissions also emanate from this Magdeburg
site! One of the "phonetic identifiers" for the Magdeburqg site,
claims my source, is "hotel golf!"

It is a widely held belief many of these transmissions
originate from East Germany. All of the German transmissions in
this section utilize a female voice. A female voice, synthe-
sized or otherwise, is common to all but a minority of numbers
transmissions.

FIVE-DIGIT GERMAN/ENGLISH: This family of German numbers
stations transmits each group twice. Additionally, "NNN" in CW
begins and ends each transmission.



6997 kHz (a)
7379 kHz (a)
9052 kHz (a)
9068 kHz (a)
9973 kHz (a)
11,415 kEz (a)

GERMAN THREE/TWO DIGIT: sign-on as: "929 07 44 190" (repeated)
4395 kHz (u)
5315 kHz (u)
5910 kHz (u)
6355 kHz (u)
6708 kHz (u)

GERMAN FIVE-DIGIT: These circuits utilize a "music box" intro-
duction with groups repeated twice.
4395 kHz (u)

5748 kHz (u)

GERMAN FIVE-DIGIT WITH "MUSIC SCALE" SIGN-ON
3370 kHz (u)
4010 kHz (u)

Note the variety of German broadcasts! The five-digit USH
German transmissions on 3370 and 4010 kHz have, in past years
been 1linked to many of the West German spy scandals. This
revelation received some minor attention on national television
some years ago.

A Florida source once reported five-digit German transmis-
sions on 3820 kHz at 2200 UTC. Transmissions with excellent
signal levels were noted on a near daily basis during October of
1985! Groups were repeated twice!

GERMAN NUMBERS

English German
Zero Null
One Eins
Two Zwel
Three Drei
Four Vier
Five Funf
Six Sechs
Seven Sieben
Eight Acht
Nine Neun

Informed Florida sources tell me that there is a very real
possibility of some 3/2-digit and five-digit German transmis-
sions originating from an unidentified Cuban site! These
sources tell me that German transmissions are easily heard on
several 3 mHz frequencies during daylight hours! Signal levels
are said to be in excess of S9! ]

Another source tells me that the pronunciation of some of
the numbers in German transmissions are not standard East or
West German military pronunciations! My source says that they
are civilian pronunciations! Very interesting!
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THE NAZI SS AND THE NUMBERS

Bizarre! That was my first and only thought since hearing
of a sinister Nazi enclave and transmitter complex hidden deep
in the foothills of the Chilean Andes just south of Santiago!

Equally bizarre was the statement from a colleague of the
possibility of some German numbers transmissions originating
from this site! The slight possibility of such a sinister
happening was somewhat reinforced by another source that once
told me that our very own FCC had once stated that some numbers
transmissions (language not identified) originated from this
part of South America!

This site does exist! Glen B. Infield describes this site
in Secrets of the SS (Stein and Day). According to Infield,
Colonia Dignidad (Noble Colony) has an airstrip and a private
communications system to keep in radio contact with a site in
Sieburg, Germany.

My own phone calls to sources that would be knowledgeable
of such matters provided vague promises of information to come.
These sources readily admitted to knowledge of +this secret
complex but would provide no information on the phone.

And information did arrive some weeks after my original
phone call. The information, however, was that I should contact
the National Security Agency for information on this noble (?)
colony! And that's the very thing I intend not to do. My
intentions, as soon as time allows, are to pursue this bizarre
tale through other sources.

Is there any truth, any small amount of truth, in the above
numbers statements? '

Well, maybe so and maybe not. I do know that one source
suddenly became stricken with a severe memory lapse as I pursued
this subject!

You'll have to agree that this transmitter complex with its
"antenna farm" does not exactly exist to further enhance the
natural beauty of the Chilean foothills.

I paid scant attention to the words of the man at the FCC
when he suggested I file a Freedom of Information Act Petition
with -- you guessed it =-- the NSA to see if they had information
on radio transmissions from this site. The NSA? They're the
"existence or nonexistence" of such information is a duly
classified matter people!

"Ende"

20535



"ignotum per iqnotius"l

SELECTED INCIDENTS

BOCA RATON, FLORIDA
A numbers monitor from near Boca Raton reports a most

unusual incident during a five-digit Spanish transmission at
1322 UTC on 25 July 1986. Here's a portion of what this numbers
monitor reported:

"I had just tuned to 5780 kHz for the repeat of a
numbers transmission I had been monitoring on 4825 kHz

when the carrier came up at 1322 UTC with -- of all
things =-- the Palm Beach International Airport Beacon
("PB" .-=-. =...) underneath the numbers station. I
quickly tuned another receiver to 350 kHz and the
sequence was exact. This was definitely the ."PB"
beacon! This beacon continued to be audible when the

actual numbers transmission began at 1330 UTC!"

This is not the first time that very strange numbers
incidents have been reported from behind the "Pink Flamingo
Curtainl™

"SCREAMERS" AND CRYPTS
I would hope that the following explanation of a most
unusual transmission is not more obscure than the transmission

being explained.

31 March 1986

0600 UTC

4030 kHz with repeat on 3090 kHz at 0630 UTC
"Atencién 356 120 105"

"120 120 120"

", ..43480..."

"105 105 105"

",..46258..."

"Final"

lExplanation that is more obscure than the thing being
explained.
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A different voice was utilized for the five-digit groups
"43480" and "46258" when this tape was first computer generated!
Groups that are emphasized by such techniques are sometimes
referred to as "screamers." They are used to attract attention,

In the above situation it is possible that these groups
were to be acted upon in a different manner than the other
portions of they crypts.

The group "43480" was the 98th group of the 120 group
crypt. The group "46258" was the 68th group of the 105 grou
crypt. The voice on all other groups was that of the YL normal
ly heard on these two frequencies.

Could it be that these two groups were "frequency indica
tors" for traffic at a later time?

A RﬁSSIAN NUMBERS TRANSMISSION
A New England numbers monitor reports that Russian numbers
transmissions are often heard on 6839.5 kHz. No time reported.

UNUSUAL ENGLISH NUMBERS TRANSMISSION

A non-computer generated and live five-digit English
transmission by a male announcer was intercepted on 30 March
1986 on 4044 kHz. Transmission mode was USB and the crypt was
lengthy. This is a common five-digit Spanish frequency.

ODD CW TRANSMISSIONS

A CW station sending: "VVV DE BONNIE SUE" is often heard
on 6840 kHz. This is a very active numbers frequency! Anothes
CW station sending "OA3" and "OA4" continually is often heard o
6802 and 6840 kHz. Keep a close watch on these frequencies.

Another rather strange CW signal often heard on many
five-digit Spanish frequencies is "CFM." "DE CFM" in CW is sent
for several minutes before and after many five-digit Spanis
transmissions!

BAUTA, CUBA

11 September 1985. The frequency was 5080 kHz when at 133l
UTC very strong and badly distorted five-digit Spanish was
heard. Two slightly weaker five-digit Spanish transmissions
were also heard in the background.

At the end of the stronger transmission, a Spanish speaking
male was heard with many references to Managua and Bauta.

Readers are reminded that it is believed that some (not
all) five-digit Spanish transmissions originate from Cuba's
Bauta communications facility.

THE VOA(?) AGAIN

At 0112 UTC on 20 September 1984 and on a frequency of 930{
kHz what appeared to be a VOA "news feed" was heard mixing witl
what appeared to be a German numbers transmission. Abrupt off
for both signals at 0121 UTC.

ANOTHER CURIQOUS TRANSMISSION TYPE

A "phonetic alphabet" station transmission was heard mixing
(?) with a four-digit Spanish transmission on 6840 kHz at 0200
UTC on 2 November 1985!
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"EZI2" (phonetically) was joined by a four-digit Spanish
transmission about five minutes after the start of the "EZI2"
transmission. The four-digit Spanish transmission ended abrupt-
ly after about 30 seconds and ended in the middle of a group.
It was also at this same +time that the "EZI2" transmission
ended! Very strange "knocking" type sounds were heard for
several minutes after this curious "mix!"

INTERRUPTER SIGNALS

A colleague once tcold me that 15 hertz "interrupter sig-
nals" coming from a long distance phone line were once noticed
at the end of a numbers transmission! This would indicate that
the transmitter, at that particular time, was probably command-
ed, and program originated, from a remote source. Some very
interesting implications here!

I have also been told, by sources that I believe to be
reliable, that Florida's Patrick AFB has such capabilities for
numerous transmitter sites. It is thought that some five-digit
transmissions originate from a site near Patrick!

TOTALLY UNEXPLAINED

One of the strangest transmissions I've ever encountered
occurred on 3445 kHz at 0140 UTC on 9 July 1986! The let-
ter/number crypto alphabet used by CW stations was being sent in
ascending order continually for approximately 20 minutes! Each
character was transmitted 10 times then followed by what ap-
peared to be a "data burst." Characters were machine generated
CW.

"A" (repeated 10 times) "data burst?"

The very same thing for each of the characters! The
regular five-digit transmission began after cessation of this
strange activity at 0200 UTC!

And then there's the egually strange transmission Jjust a
few nights later at 0200 on 3445 kHz. In between the "group
count" digits and the first digit of the crypt, a synthesized
female voice in English with" "This is Victor Echo.” The

remainder of the transmission continued in Spanish.

32925



"gquot homines, tot sententiae"2

NUMBERS FEEDBACK

Some of the more interesting views and opinicns . . .

"On December 17, 1985, I intercepted a numbers trans-
mission which was erroneously (emphasis mine - HM) put
on in the 49-meter broadcasting band. At 1000 UTC on
6135 kHz a female (or perhaps computer synthesized)
voice continuously announced the numbers zero, two,
one, in the Polish language: "zero dwa Jjedna" (the
latter pronounced as "jedena.")

"At about 1004 UTC, the engineer in charge apparently

noticed the switching error (emphasis mine - HM) but
made it worse by erroneously putting on a female voice
in German "fuenf" (pronounced as "fuennef," meaning

five). Then for about minute, switching clicks were
audible, then the circuit was shut off.

"Now there are two stations using 6135 kHz as a major
outlet. These are Radio Polonia [Poland, editor]
(1130-0800 UTC) and Radio Free Europe/Radio Liberty
(1600-0230 UTC) and it would be fair to assume that
the numbers transmission originated at either one of
these transmitter parks. The voices heard could be
computer synthesized, or beamed at computerized voice
recognition systems at the receiving point, which
would explain the nonstandard pronunciation of
"fuennef" and "jedena" (instead of "fuenf" and
"jedna.")

"Having to choose between Radio Polonia and RFE/RL as
the possible source of this transmission, I would pick
the latter, as RFE/RL used to have an official CIA
connection. On the other hand, Jonathon Marks of
Radio Netherlands once observed Radio Prague with a

2There are as many opinions as there are people.

Terrence
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similar switching error involving a numbers transmis-
sion. So Radio Polonia is a possibility too."
(name withheld)

I'm confident many other "switching errors" have occurrJ

over the vyears. One "switching error" might possibly haﬁ
resulted in a couple of QSLs. + .
Here's another thought-provoking letter. . . i
"I feel that there is a very good chance that the
numbers transmissions are used by the U.S. and the
U.5.5.R. to communicate with each other. They could
be a backup system (emphasis mine - HM) should the
-Washington-Moscow "hot-line" be inoperative.

"The current transmissions are all test transmissions
used to make sure the "numbers hot line" is operation-
al. There is a landline link from Washington to the
Virginia transmitter. Likewise, there is a link from
Moscow to the Eastern European transmitter. The link
from Moscow to Cuba is more of a puzzle. However, I ‘
am sure the U.S.S.R. runs the Cuban transmitter rather
than Castro's government. . ."
(name withheld)

Readers are reminded that the "hot-line" was established i
1963, There are some in the SWL community that believe that
this is about the time four-digit Spanish and English transmis-
sions were first monitored!

The above writer also stated that in the event of a nuclea
war, many high-tech electronic systems would be ruined by t%
blasts. A simple voice communication system is easier to repair
and get back on-line than a RTTY system or satellite communica-
tions system.

Here's a response with a somewhat more sinister connota-
ELOR «

". . . in the course of my familiarization with vou
and your article, I have noticed that on several
occasions, both explicitly and implicitly, made w
futile attempts in search of information concerning
number station locations and in particular those in
South Florida. 1It's obvious that you know more than
you let on and certainly with good reason. Therefore,
I can only assume you merely solicit this information
as a matter of additional confirmation and clarifica-
tion.

"First of all, the Spanish 4-digit transmissions are
for the most part, disinformation by U.S. Intelli-
gence. I might add that these transmissions have been
directly linked on numerous occasions to DoD installa-
tions, and 1is generally well known and considered to
be a minor inconvenience to the Cubans.







