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To Dianna and Michelle

And the Rest of the Gang



Certain portions of this book have
been sanitized so as to conceal the
identities and locations of certain
sources.

The opinions in this book belong
exclusively to the author and do
not necessarily reflect the opin-
ions of the publisher.

My views and observations are.not
necessarily those of any institu-
tion or organization to which I
belong.

WARNING!
This publication is presented for
entertainment and informational
purposes only!

Any other use may be in violation
of certain Federal laws.
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Publisher's Note:

Havana Moon is a well known name in radio monitoring circles --
on both hobby and professional levels. The author is a former
member of the intelligence community and has devoted many years
to studying and researching numbers transmissions. Readers who
have information or observations on this subject may forward
same to the author in care of Tiare Publications, P.O. Box 493,
Lake Geneva, WI 53147.
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FOREWARD

For over twenty-five years the shortwave numbers stations
have been among America's strangest mysteries. Manv people
skilled in both communications and intelligence have searched
for answers to the puzzle. They have been able to throw some
light on the problem, but for the most part it has remained
unsolved. %

However, the now legendary Havana Moon refused to quit.
For years he has utilized all his skills as he carefully exam-
ined the problem of the numbers stations. Readers were first
made aware of his dedication and persistence as he shared some
of his findings in the pages of the now defunct Newark News
Radio Club. Later, in a column appearing in Monitoring Times,
he would reveal to us even more of the bizarre world of the
numbers stations.

Now, at last, in this book, Havana Moon has provided the
public with a thorough examination of the entire numbers situa-
tion. While all the answers may not be here, the careful reader
will gain considerable insight into the nature and purpose of
these stations. Certainly that minority of Americans who listen
regularly to shortwave broadcasts will find this enlightening.
However, those who have never heard a shortwave broadcast may be
even more intrigued as they discover some of the secret ways in
which their and other governments operate. For anyone who
really wants to know how government business is actually con-
ducted, this book is a must.

We are all indebted to Hawvana Moon for his courage and
dedication. ©Now at last we can know what some persons were
determined we would never know. A healthy democracy is depen-
dent on an enlightened citizenry.

John Santosuosso, Ph.D.
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"Atencidn!"
"dos, cero, cinco, cero, cinco"

The beginning was a very long time ago . . .

what happened was simple enough
-— at least, at the start.
What happened was that an unsuspecting SWL (shortwave listener)
or an amateur radio operator had dared stray from the allocated
international broadcast or amateur freguencies and -- of all
things -- tuned in a numbers transmission!

PLAYING THE NUMBERS SHELL GAME

Hot dogs, Tijuana, Mission Beach, Mar Vista, Connie R, Baby
Ruth bars, Lucky Lager, KOBY, Hunter Hancock, Elvis, Jerry Lee,

Chuck, Monroe, T-Birds, "Sweet Little Sixteen," all of which
helped in some obscure way to shape my youth, were -- for the
most -- fleeting addictions.

The influence of the numbers, however, has been enduring.
Their wvery sound triggers visions of adventure, rebellion,
intrigue and romance. Numbers are Bogart and Bergman. They are
Cagney and Lombard. They are William Powell and Myrna Loy

solving a murder mystery. They are Phillip Marlowe and James
Bond. They are the Cuba of Batista. They are the Cuba of
Castro.

They are San Ysidro "after-hours." They are a semideserted
shack on a desolate stretch of California's Highway 101. They
are the Miami of Crockett and Tubbs. They are encoded messages

to German U-boats.

They are a sun-drenched park in Miami's Little Havana,
where Cuban men engage in impromptu domino matches under the
shade of coconut palms. They are Key Largo and Casablanca.
They are the theatre-of-the-mind of the high frequency spectrum!
They are a mystery!

You've heard them . . . sure you have. Lurking just a few
kiloHertz up-or-down frequency. Prowling the post-prime time
hours where confirmed insomniacs earn their stripes and over as
well as under-the-counter sleep remedies are field tested. They
are the damnable numbers!

"DOS, CERO, CINCO, CERO, CINCO." The female with the
slightly mechanical sounding voice continues hour after hour and
night after night and well into the morning and afternoon on a
myriad of frequencies. The latest count indicates that well




R

over 250 different frequencies have been utilized for five-digit
Spanish transmissions since the early 60s!

I would say that for one not to hear this "semi-bionic"
femme is just about next to impossible. You'll hear her even if
you never venture from the amateur or international broadcast
frequencies! This femme with a penchant for numbers is just
about everywhere. And she has been for at least a quarter
century. Some say even longer than that! You'll have to admit
that a quarter century is a long time in the life of a mystery
as the four and five-digit numbers transmissions in Spanish,
German and English so graphically -- or perhaps aurally --
demonstrate.

There are times that I find it amusing and more than
somewhat amazing that SWLs are still intercepting and reporting
numbers transmissions almost as eagerlv today as they did in the
days before Tecate, Icom, Yaesu and Kenwood. It was during the
reign of National, Hallicrafters, Hammurlund and Collins that
this femme was born. Why, even her birth is shrouded in mys-
tery!

This femme announces no callsign, even though it is rumored
that callsigns for some stations do exist. It just seems that
the powers that be can't seem to make this little lady under-
stand that one's callsign should be used. But the existence or
nonexistence -- that's NSA talk -- of a callsign is only a
rumor and nothing more! There's even a rumor circulating that
the CIA maintains a "watch 1list" of all serious numbers moni-
tors! Now we all know the CIA would never do such a thing!

The who, where and most importantly, the why aspects of
these numbers transmissions are, for the most part, unknown,
Most refer to these broadcasts that occur on the hour and repeat
on the half-hour on a frequency up-or-down from the primary
frequency as "spy" transmissions.

This spy theory has been somewhat enhanced over the vyears
by our very own FCC by their strange and inconsistent answers to
inguiries from the SWL and amateur community. It was the FCC
that stated some years back that the 3060 and 3090 kHz
five-digit Spanish numbers transmissions were originating from a
site near Havana, Cuba! Shortly afterwards the FCC denied ever
having made this statement. Shortly afterwards they again
stated that these +transmissions were coming from Havanal!
Curious how they continue to change their stories.

Some years later, one FCC official stated that the FCC did
not deal in intelligence matters and therefore had no interest
in numbers transmissions! They've also stated lots of other
things over the years, many of them laughable.

Many answers other than "spy" have been suggested over the
years: They are world bank transactions, coffee bean prices,
bolita scores, messages to freedom fighters. . . The sugges-
tions and the rumors are, as the transmissions, endless!

Most transmissions are made in full-carrier mode with some
SSB (single sideband) transmissions being reported. On the
other side of the coin, the four-digit Spanish and English
stations transmit reduced carrier USB (upper sideband). It was
learned Jjust a few years ago that some, not all, of the
four-digit Spanish and English transmissions were from sites
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near Remington and Warrenton, Virginia! Now that's a lot of
miles from Havanal!
There is, however, a very definite Havana numbers connec-

tion! Some numbers transmissions do come from wvarious Cuban
sites. They also come from various domestic sites. More about
the domestic sites in another chapter. A government source that

must remain anonymous tells me that the 1500 UTC transmission on
3690 kHz on Sundays comes from an embassy in downtown Havana!
The embassy was not identified. The repeat frequency is on 4030
kHz at 1530 UTC. This is for Sundays only! The other numbers
stations that use 3690 and 4030 kHz at other times and days may
or may not be Havana-based. There's some indication of differ-
ent sites.

And voice transmissions aren't the only mode of transmis-
sion! CW "cut-number" transmissions are frequently reported.
These five character, letter/number substitution, groups are
often reported on five-digit Spanish frequencies!

There's really nothing new, sinister perhaps, in regards to
spy-type and/or numbers transmissions. As early as 1939, Nazi
Abwehr agents utilized such transmissions to pass vital intelli-
gence information from secret sites in the New York City area to
Nazi Germany!

And what about my earlier reference to "semi-bionic?"
Well, it would appear that most numbers transmissions are
produced by a system similar to that used by the telephone
company to inform callers of changed or discontinued phone
numbers. It appears that these numbers are then transferred to
tape for transmission at later times.

One thing is certain: A female announcer reading number
groups in Spanish, German, English and other languages is a
familiar enough sound to an SWL who has advanced beyond HCJB and
Radio Canada International. It's a subject that never fails to
arouse lengthy discussion and controversy whenever SWLs congre-
gate.

And in the best traditions of a pulp-thriller: "dos, cero,
cinco, cero, cinco"

"Final"
20505



"dos, cero, cinco, cero, cinco"
FIVE-DIGIT TRANSMISSION FORMATS

At least four slightly different variations in five-digit
Spanish transmissions have been noted in the past. The varia-
tions are as follows:

Type 1 "Atencidn 975 20" (repeated for several minutes)
KXXXX XXXXX . . . (ciphertext or crypt)
"Final" (repeated twice)

The above is the most commonly encountered transmission

type. This was also the same type that once terminated with
"adios." The "adios" terminator has not been heard for several
years.

The meaning of the first three digits remains unknown.
Most monitors, however, refer to these three digits as an
identifier of some type. The second set of digits indicates the
"group count" of the message.

Type 2 "Atencidén 976 00" (repeated for several minutes)
"00 105 (repeated for about one minute)
XXXXX XXXXX . . . (ciphertext or crypt)

"Final" (repeated twice)

Again we have the identifier (?) and in this format another
set of unidentified numbers. The last three numbers before the
crypt are the "group count" digits.

Type 3 "Atencidn 133 00 30" (repeated for several minutes)
"30" (repeated for less than one minute) :
XXXXX XXXXX . . . (ciphertext or crypt)
"Final" (repeated twice)

First three digits are the identifier (?) with the follow-
ing two digits an unknown. The last two digits before the crypt
are the "group count" digits. The above transmission format 1is
seldom heard.

Type 4 "Atencidén" (repeated three times)
"342 20" (repeated once)
RRAXK XXX « «
"Final" (repeated three times)



The above transmission type has only been noted on live or
non-computer generated five-digit Spanish transmissions.

The majority of five-digit stations transmit in the Al
mode. There are, however, some few reports of SSB transmis-
sions.

Another, as yet unexplained, transmission format was once
very common. Just "Atencidn" and a three-digit identifier (214
with no "group count" digits, would be transmitted for severa
minutes. Why bother if there were no traffic, which was obvi
ously the situation? Why not transmit "dummy" or "phantonm'
traffic which is, for the most part, the norm for 3090 and 521
kHz! In fact, messages are often repeated hours, days, weeks,
and sometimes months apart!

It should also be noted that the majority of five-digit
Spanish stations repeat their transmissions at 30 past the houn
rather than at 15 minutes past. The repeat frequency may be
many kHz up-or-down frequency from the primary. I know of ng
five-digit Spanish stations that begin or repeat a transmission
at 45 past the hour.

This anomaly (excessive repeats) is not noted on the live
Or non-computer generated transmissions. The female voices
often change on these transmissions. Scme sound  real
"cutesy-pie!"

-CW LETTER/NUMBER SUBSTITUTION GROUPS

"MNW AN"
AN AN AN BT BT

XXXXX XXXXX . . . (ciphertext or crypt)
AR SK

MNW is the identifier (?) and AN is the group count.
A format variation has also been noted on a small portion

of the CW "letter/number" transmissions. The wvariation is as
follows:

"MUW TT MT" (repeated several times)
MT MT MT BT BT BT

XXXXX XXXXX . . . (ciphertext or crypt)
AR SK

MUW is the identifier (?) and TT and unknown. MT repre-
sents the group count.

BEST BET NUMBERS FREQUENCIES

Five digit Spanish

3090 kHz

3445

3690

4025

4030 Slavic and five-digit Spanish transmissions often monitored
on this frequency. "P" (CW) beacon also noted at various

times. Also a MARS frequency!
4044



4050

4055

4125 Why on an international "ship calling" frequency? This
situation has one government agency slightly concerned!
I'm going to withhold the agency's name for the time being.

4445

4670 Maintain a close watch on this frequency. All types of
numbers transmissions are monitored on this frequency.

4780 Another frequency to watch closely. Used by FEMA.

4825 Very active.

5080 Very active.

5090 Very active.

5135

5250

5270

5780

5810 Maintain a close watch.

5812 Maintain a close watch.

6802 Maintain a close watch. All types of transmissions moni-
tored on this frequency.

6825

6835

6840 Maintain a close watch.

6925 Watch closely. Five-digit Spanish on this frequency some
few times. KKN50 marker always down when transmissions
occur.

7527

"Cut number" CW transmissions may be heard at various times
on many of the above frequencies.

BEST BET LIVE OR NON-COMPUTER-GENERATED FREQUENCIES

4047 kHz
4080
4210
4660
4680
5070
5135
5250
5270

Some of +the above stations repeat their traffic at 15
rather than 30 past the hour!

Be aware that the above frequencies are also used at
various times by the "standard" five-digit stations. Are they
related? That's debatable. I do know that a 5135 kHz transmis-
sion of the above type was once traced to the vicinity of Ft.
Lauderdale, Florida, by non-FCC sources. You don't have to be
FCC-connected to have reasonably reliable radio direction

finding.
Numbers monitors are cautioned that many other five-digit
Spanish transmissions are monitored on 5135 kHz. Not all

originate from Ft. Lauderdale!



CUT NUMBER ALPHABET

A =1
N = 2
D =3
U =4
W =25
R =6
I =7
G = 8
M =9
T =20
CW CRYPTO VOCABULARY AND MORSE SOUND
‘A= .- didah
N = -. dahdit
D =-.. dahdidit
U= ..- dididah
W= .-~ didahdah
R = .-. didahdit
I =.. didit
G = ==, dahdahdit
M= - dahdah
T = = dah

The ten characters (three vowels and seven consonants) ar
noted with regularity on five-digit Spanish frequencies. The
five-character groups are always made up from the above charac-
ters.

It might be noted that these characters, when reduced or
transformed to their Morse eguivalent, are the most easil
identifiable of all the Morse characters. And here's something
interesting: Reverse the Morse equivalent of each group of the
crypto-alphabet above and the same ten characters appear (obvi
ously in a different order) . Why not tape one of these Ch
transmissions and then play the tape backwards! You don't haw
to worry about "back-masking!"

COMMON INTERCEPT ERRORS

Letter Frequent Errors
A I, M, T
N I, M, T
D G, T
U A
W A, M, R, U
R A, N, W
I A, N
G M, N, O
M A, N, I
T A, N



COMMONLY USED
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SPANISH NUMBERS AND WORDS

English Spanish
Zero Cero
One Uno

Two Dos
Three Tres
Four Cuatro
Five Cinco
Six Seis
Seven Siete
Eight Ocho
Nine Nueve
Attention Atencidn
End Final
Set Grupo
Repeat Repeto

USEFUL ADDITIONS

How about a long play recorder? They are wvery useful in
spite of their many drawbacks, notably the price -- pricey, very
pricey -- and on the models I've checks, the automatic shutoff
never functions! A very serious drawback. There's also the
problem of the super-thin mylar. You have to use C-190 tape to
attain the advertised hours of recording time. And the audio?
Terrible! There's no valid reason why a reasonably priced unit
with decent audio can't be offered to the SWL community.

Even with the mentioned problems, I definitely would not be
without my "extended play." It sure beats all night in front of
the rig to ascertain just what happens on any particular numbers
frequency over an extended period of time. It's a relatively
simple matter to chart the counter readings of the recorder to
time segments.

Computers? Very definitely! A computer database is a must
if you are a serious numbers monitor.

LISTEN CAREFULLY

If you listen very carefully to the five-digit and CW
transmissions you find that the pause after every 10th group is
slightly longer than between the other groups of the crvpt.
Record at 2.4 cm and play back at 1.2 cm and the pause after
every 10th group is very prominent.

You'll also notice the same on all four-digit Spanish and
English transmissions.

Remember the 96 "clicks" per minute that were once heard
before, during and after four-digit Spanish and English trans-
missions? The same number of clicks or whatever, were once
common on many five-digit Spanish transmissions. This continues
to be noted on some of the five-digit transmissions.

And what about that "random keying" often heard before and
after transmissions? This keying is very definitely from a
different transmitter! On many occasions I have heard this CW
stations with -.. . ..--.. .... .. (DE ? HI) before and after
transmissions! Now this is all very cute, using a question mark
for a callsign and "Hi" which denotes laughter!

One more thing: The number of groups is twelve per minute
on five-digit Spanish. The very same for four-digit English and






